CSP Domain 3 | Learning Notes Risk Management * 15%

SAFETY WITH INNOVATION

Inovo Global Safety

Training & Advisory Services

0
N3
S~Ya

oSH” TREE

HEALTH - SAFETY - ENVIRONMENT
ENGINEERING - MANAGEMENT

Official Partners: OSH Tree Training & Consultancy Qatar

CSP EXAMINATION PREPARATION

DOMAIN 3

Risk Management

Supplementary Learning Notes

Exam Weight: 15% of Total Score

Covering 4 Core Knowledge Areas

“ 0’ Disclaimer: Don’t copy or disclose to any other party without prior consent ‘3
Inovo Global (Safety Training & Advisory Services)
OSH /TREE www.inovoglobals.com | info@inovoglobals.com

nnnnnnnnnnnnnnnnnn

Page 1 of 57 —



CSP Domain 3 | Learning Notes Risk Management * 15%

Contents
1. Apply General Principles of the Safety Risk Evaluation PrOCESS...........cuuvieiiiieeiiiiiiiiie e 3
1.1. The ISO 31000 Risk Management FrameWOIK ................uuuuuuummmmmmmmmiinieiieiiininiinnenenennnenennenneenes 3
1.2.  Hazard [dentifiCation MEENOUS. ........uuuuuiuiiiiiiiiiiiieiiiiiiiiiieiebbebeeeee bbb eseaeesseseeneeeenesenennnes 7
1.3. Risk Analysis — Qualitative, Semi-Quantitative, and Quantitative Approaches...............ccccc..... 8
1.4. The Risk Register — The Central Tool of Risk Management ..............ccccceeeieeeiiiiiiiiiiee e, 10
1.5. Risk Communication — PrinCiples and PracCtiCe..............uuuuuuuuuiiimiiiiiiiiiiiiiiiiisieinnineeneeennenennenene 11
1.6,  RISK ASSESSMENT CONCEPL .. ...iieiiiiiiiiiiie e e e et e s e e e e e e et a s e e e e e e e e ettt e e e e eaaeeesaetaaaaaeeeaeeennnes 12
2. Apply Risk Management Strategies to Identify and Mitigate EHS Hazards .............cccccccvviiiiiiinnnnns 14
2.1. Hazard and 1dentification SEPS ......cccoiiiiiiiiiii e 14
2.2.  Job Hazard Analysis (JHA) The Foundation TOOL...........coovieiiiiiiieeeeee e 16
2.3. Process Hazard Analysis (PHA) For Complex Chemical Systems...........cccceeeeiieeiiiiiiiiieeneeeen, 20
2.4. The Hierarchy of Controls — The Cornerstone of Hazard Mitigation................cccoeeeeeeeeeeeeeeeen. 25
2.5. Prevention Through Design (PtD) Integrating Risk Management into Design .......................... 30
3. Differentiate Financial Risk Mitigation Strat@gies .........cccivviiiiiiiiiii e e e e 31
3.1, Strategy 1 — RISK AVOIGANCE ......cooeiieeeeeeeeeee e 31
3.2, Strategy 2 — RISK REIENTON .......ii i e e e e e e e 31
3.3, Strategy 3 — RISK SNAING......ccooiiieeeeeeeee 32
3.4, Strategy 4 — RISK TraNS eI .....uuuiii e e e e e e e e e e 32
3.5.  Workers' Compensation and the Experience Modification Rate (EMR) ..., 33
3.6. Loss Prevention vs. Loss Reduction — The Critical DiStinction.............ccoooeeeeiieieeeeeeeee, 34
3.7.  Return on Investment (ROI) for Safety Programmes............oooooiiiiiiiiiieeee e 34
4. Apply Risk Analysis Process — Identifying, Ranking, and Monitoring .............cccceeeeeeeeriiiiiiiiieneeene, 36
4.1. Application Area 1 — Disaster and Emergency Preparedness Risk Analysis............cccccccevee... 36
4.2. Application Area 2 — Fire Prevention RiSK ANAIYSIS ........c.oooviiiiiiiii e 37
4.3. Application Area 3 — Occupational Health Risk Analysis ............cccccoviiiiiiiiiiie 38
4.4. Application Area 4 — Hazardous Materials and Environmental Compliance Risk Analysis...... 40
4.5. Risk Ranking and Prioritization TOOIS........coiii it 41
4.6. Monitoring Metrics — Leading and Lagging INtegration ............ccccccvvviiiiiiiiiiiiiiiiiiiiiiiiiieeeeeeeee 44
Additional Lecture SUMMAIY POINES ... e e e e et a e e e e e e e e eenean e e eeaeas 45
Benefits of Risk Management in OHSMS ... .....ui ittt bbebbeeenenaeennes 45
RISK COMPIEXITIES ...ttt e e e e e e ettt e e e e e e e e e e eaetn e e e eaeeeenantn e e aeeeeeeennnes 47
YIS Q=T (o1 =T o] (o] o PR 52
Enterprise Risk Management (ERM) ... e e e e e e et e e e e e enene 55
Y =
‘e‘o; Disclaimer: Don’t copy or disclose to any other party without prior consent ‘3
cwi> Inovo Global (Safety Training & Advisory Services)
0§H/WTIZEE www.inovoglobals.com | info@inovoglobals.com

nnnnnnnnnnnnnnnnnn

Page 2 of 57 —



CSP Domain 3 | Learning Notes Risk Management * 15%

DOMAIN 3 — RISK MANAGEMENT

CSP V11.0 Examination Preparation « Exam Weight: 15% ° Blueprint Objectives 1-4

1. Apply General Principles of the Safety Risk Evaluation Process

Risk management is a systematic and iterative process for identifying, analyzing, evaluating, monitoring,

and communicating risks that affect an organization and the safety of its workers. The CSP must not only
understand the theoretical framework but also be able to apply it across varying organizational contexts —
from a single-machine hazard to an enterprise-wide EHS management system. The ISO 31000:2018 Risk
Management standard provides the internationally recognized framework that underpins contemporary

safety risk management practice.

1.1. The ISO 31000 Risk Management Framework

ISO 31000 establishes a risk management framework built on eight principles and a four-component
structure: the framework (mandate, design, implement, evaluate, improve), the process (communication +
context + assessment + treatment + monitoring), and the leadership commitment that drives both. For the

CSP exam, the five operational steps of the risk management process are the critical focus.

The Five-Step Risk Management Process

Step 1: Identify Risk — Systematically discover, recognize, and describe risks before they cause harm.
Inputs: physical inspections, job task analysis, incident/near-miss data, change proposals, regulatory
requirements, stakeholder consultation, engineering drawings, and process safety information. The
output is a comprehensive risk register listing every identified hazard and its potential consequence
pathways.

Step 2: Analyze Risk — Determine the nature and level of risk by estimating likelihood and consequence.
Qualitative analysis assigns descriptive ratings (High/Medium/Low). Semi-quantitative assigns
numerical scores. Quantitative analysis (Fault Tree Analysis, Event Tree, QRA) uses probability data
to calculate numerical risk values. Risk level = Likelihood x Consequence. Analysis must consider

existing controls and their effectiveness.

Step 3: Evaluate Risk — Compare analyzed risk levels against predetermined risk tolerance criteria (risk

matrix thresholds, regulatory benchmarks, corporate risk appetite) to determine whether further
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treatment is needed and to prioritize corrective actions. Risks exceeding tolerance must be treated;
risks within tolerance are monitored.

Step 4: Monitor and Review — Continuously track identified risks, verify that controls remain effective,
detect new and emerging risks, capture lessons learned from incidents and near-misses, and evaluate
whether the risk management process itself is functioning as intended. Monitoring outputs feed back

into the identification step, making risk management a continuous loop rather than a one-time exercise.

Step 5: Communicate and Consult — Ensure all stakeholders — workers, supervisors, management,
contractors, regulators, and the community — receive timely, accurate, and understandable
information about risks and controls at every stage of the process. Effective risk communication is

bidirectional: stakeholders must also have channels to report new hazards and provide feedback on
control effectiveness.

ISO 31000 Five-Step Risk Management Loop

A cyclical process showing the iterative nature of risk management, with continuous communication and monitoring.
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FIGURE F.1 Risk Management Process
{Adapted from ISO 31000 figure 3).

Based on the diagram from ISO 31000, the risk management process consists of several key steps.
Here's a detailed explanation of each step, aligned with the diagram:

1. Establishing the Context

Description: Define the external and internal parameters to be considered when managing risk, and
set the scope and criteria for the rest of the process.

Activities:
« Identify the objectives of the risk management process.
o Determine the risk criteria, including risk appetite and tolerance.

e Understand the organizational context, including internal and external factors.

Example: For a construction project, this might involve understanding regulatory requirements, project
goals, stakeholder expectations, and environmental conditions.

2. Risk Assessment

The risk assessment process is divided into three sub-steps: Hazard Identification, Risk Analysis, and
Risk Evaluation.

Hazard Identification
Description: Identify potential hazards that could negatively impact the organization or project.
Activities:

e Conduct brainstorming sessions with stakeholders.
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e Review historical data and past incidents.
e Use risk checklists and risk registers.

Example: Identifying risks such as equipment failure, natural disasters, cyber-attacks, and supply
chain disruptions.

Risk Analysis
Description: Analyze the identified risks to understand their potential impact and likelihood.
Activities:

e Qualitative Risk Analysis: Assess risks based on their severity and likelihood using descriptive
scales.
e Quantitative Risk Analysis: Use numerical methods and models to evaluate risks.

Example: Using a risk matrix to categorize risks into low, medium, or high based on their impact and
likelihood.

Risk Evaluation
Description: Evaluate and prioritize the analyzed risks to determine which ones need treatment.
Activities:

e Compare the risk levels against risk criteria to determine their significance.
o Prioritize risks based on their potential impact on objectives.

Example: Prioritizing risks that have a high likelihood of occurring and a severe impact over those with
a low likelihood and minor impact.

3. Risk Control

Description: Develop and implement strategies to mitigate or manage the prioritized risks.

Activities:

e Avoidance: Changing plans to avoid the risk.

e Reduction: Implementing measures to reduce the likelihood or impact of the risk.

e Transfer: Shifting the risk to a third party, such as through insurance.

e Acceptance: Acknowledging the risk and preparing to deal with its impact if it occurs.

Example: Implementing firewalls and regular security audits to mitigate the risk of cyber-attacks.
4. Monitor and Review

Description: Continuously monitor and review the risk management process and the identified risks
to ensure effectiveness and make improvements as necessary.
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Activities:

e Conduct regular risk assessments and audits.

e Monitor key risk indicators (KRIS).

o Update the risk register and risk management plan as necessary.

e Review and adjust risk management strategies based on new information and changing

circumstances.

Example: Conducting quarterly risk reviews to ensure new risks are identified and existing risks are
managed effectively.

Communication and Reporting (Integral Throughout the Process)

Description: Ensure that all stakeholders are informed about risks, risk management activities, and
the status of risk mitigation efforts.

Activities:

o Develop a communication plan for risk management.
e Report risk status to senior management and stakeholders.
e Use dashboards and risk reports to communicate risk information.

Example: Providing regular updates to the board of directors on the status of critical risks and
mitigation efforts.

1.2. Hazard Identification Methods

Effective risk evaluation begins with comprehensive hazard identification. The CSP must select the
appropriate identification method based on the complexity of the work system, the lifecycle stage (design
vs. operation), and the available data. No single method identifies all hazards — a layered approach is
best practice.

e Workplace Inspections and Walk-Through Surveys: systematic physical examination of work areas,

equipment, materials, and practices using checklists aligned to regulatory standards and internal SOPs.

Job Hazard Analysis (JHA): breaks the job into discrete steps, identifies hazards at each step, and determines
control measures. OSHA's primary recommended hazard identification tool for routine tasks.

* Process Hazard Analysis (PHA): structured team-based review of a process to identify, evaluate, and control

hazards — required under OSHA PSM 29 CFR 1910.119 for covered highly hazardous chemical processes.

* Preliminary Hazard Analysis: early-stage qualitative review performed during conceptual design, before
detailed specifications exist, to identify major hazards while design changes are least costly.

* Incident and Near-Miss Analysis: Mining historical data to identify recurring hazard patterns that formal

methods may miss — particularly important for identifying human factors and management system failures.
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» Safety Audits and Compliance Reviews: systematic comparison against regulatory requirements, standards
compliance, and management system criteria to identify compliance gaps and programme deficiencies.
* Change Analysis and MOC Trigger Review: systematic evaluation of any proposed change to identify new

hazards introduced — a critical input to the risk identification step for dynamic organizations.

1.3. Risk Analysis — Qualitative, Semi-Quantitative, and Quantitative Approaches

The choice of analysis technique should match the complexity of the hazard, the quality of available data,
and the decisions that must be supported. Roger Brauer (Safety and Health for Engineers, Ch. 7) identifies
gualitative techniques as the most practical for routine workplace hazards, while quantitative methods are

reserved for complex process systems or when regulatory submissions require numerical risk estimates.

Qualitative Risk Analysis

Quialitative methods assign descriptive ratings rather than numbers. The risk matrix (or risk assessment
matrix) is the most widely used qualitative tool: it plots Severity (catastrophic, critical, marginal, negligible)
against Probability (frequent, probable, occasional, remote, improbable) to assign a risk priority code (High,
Serious, Medium, Low). The output drives prioritization of corrective actions: High-risk items require

immediate action; Low-risk items may be accepted with periodic monitoring.

Semi-Quantitative Risk Analysis

Semi-quantitative methods assign numerical scores to qualitative ratings, enabling mathematical ranking.
The Risk Priority Number (RPN) from Failure Mode and Effects Analysis (FMEA) is the primary semi-
guantitative tool: RPN = Severity x Occurrence x Detection. Higher RPN = higher priority for corrective
action. The Kinney method (R = P x E x C: Probability x Exposure x Consequence) is used in European

practice.

RPN (FMEA): RPN = Severity x Occurrence x Detection

Severity, Occurrence, and Detection each rated 1-10. Maximum RPN = 1,000. Items with high Severity scores are

always prioritized regardless of overall RPN.

Quantitative Risk Analysis

Quantitative Risk Assessment (QRA) uses numerical failure rate data, fault trees, event trees, and
probability calculations to produce numerical risk estimates — typically individual risk (probability per year
of fatality) or societal risk (F-N curves). QRA is used in process safety, chemical facility siting, and

regulatory submissions. David Yates (The Practice of Statistics, Ch. 5—6) provides the statistical foundation
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for probability calculations: P (A and B) = P(A) x P(B) for independent events; P (A or B) = P(A) + P(B) for

mutually exclusive events — the basis for AND/OR gate calculations in FTA.

Individual Risk (QRA): IR = Probability of hazardous event x Conditional probability of fatality

given the event

Expressed as a frequency (deaths/year). Tolerability criteria: IR > 10-4/yr = broadly unacceptable; IR < 10-6/yr = broadly

acceptable.
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COMPARISON OF RISK ANALYSIS METHODS
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1.4. The Risk Register — The Central Tool of Risk Management

A risk register is the organization’s living inventory of identified risks, their assessed risk level, assigned
controls, control owners, target implementation dates, and residual risk status. It is the primary output of
the risk identification and analysis steps and the primary input to management review. A well-maintained
risk register enables transparent prioritization of safety investment; accountability assignment for control
implementation; trend analysis of risk levels over time; and demonstration of due diligence to regulators

and insurers. For the CSP exam, understanding what belongs in a risk register and how it is used in
management review is directly tested.
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1.5. Risk Communication — Principles and Practice

Risk communication is the process of exchanging information and opinions among individuals, groups,
and institutions about the nature of risk and related risk management decisions. The CSP must
communicate risk to multiple audiences simultaneously — workers need operational hazard information in
their own language; management needs strategic risk data linked to business objectives; regulators need
compliance status and corrective action plans; community stakeholders need public safety reassurance.
Key principles: accuracy (scientifically defensible), clarity (free of unnecessary jargon), transparency
(honest about uncertainty), timeliness (communicated before workers are exposed, not after), and

bidirectionality (workers must have a clear channel to report new hazards back to management).

Scenario — Risk Communication Scenario: A chemical plant identifies a new exposure risk during a
HAZOP of a revised process. Workers on the affected line must be informed BEFORE the changed process
starts. The CSP prepares: (1) a plain-language hazard summary for workers; (2) updated SDS and job-
specific exposure information; (3) revised SOPs; (4) training delivery confirmation records; and (5) a
corrective action status update for management review. Risk communication is not complete until workers

can demonstrate understanding of the new risk and controls.

EXAM TIP: The risk evaluation PROCESS is: Identify — Analyze — Evaluate — Monitor — Communicate.
The exam tests sequence ‘analyze' precedes 'evaluate' because you cannot compare against criteria until

you have determined the risk level. 'Communicate’ runs through ALL steps — it is not a final-step-only activity.
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1.6. Risk Assessment Concept

\ Risk
| Assessment
Risk | Risk
Determination Evaluation
| |
Risk Risk Risk Risk
Identification Estimation Aversion Acceptance
Observe Determine Determine Establish
- New risks - Probability of - Degree of risk - Risk references
- Change in risk occurrences reduction - Risk referents
parameters | - Magnitude of - Degree of risk
consequence avoidance 5
value [
Figure 34-2. Risk assessment concept. (Derived from W. D. Rowe, An Anatomy of Risk, Wiley, New York, 1977.)

The diagram illustrates the concept of risk assessment as outlined by W. D. Rowe. It breaks down the
process into two main components: Risk Determination and Risk Evaluation, each of which consists of

specific steps. Here’s a detailed explanation of each component and their sub-steps:

Risk Assessment

Risk assessment is the overall process of identifying, analyzing, evaluating, and determining how to
handle potential risks. It is divided into two main parts: Risk Determination and Risk Evaluation.

Risk Determination

This part of the process involves identifying and estimating risks.

1. Risk Identification
Description: The process of recognizing new risks and changes in existing risk parameters.

Activities:

e Observe: Continuously monitor the environment and operations to detect new risks and changes
in risk conditions.

o New Risks: Identify any new risks that have emerged.

e Change in Risk Parameters: Recognize any changes in the likelihood or impact of existing risks.
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Example: In a manufacturing plant, new risks might include the introduction of new machinery, while

changes in risk parameters might involve increased wear and tear on existing equipment.

2. Risk Estimation

Description: The process of determining the probability of risk occurrences and the magnitude of their
consequences.

Activities:

e Determine:

o Probability of Occurrences: Assess how likely each identified risk is to occur.

o Magnitude of Consequence Value: Evaluate the potential impact or severity of each risk.
Example: Estimating the likelihood of machinery breakdown and the potential impact on production
downtime and costs.

Risk Evaluation

This part of the process involves evaluating how to handle the identified and estimated risks.

3. Risk Aversion

Description: The process of determining the degree to which risks can be reduced or avoided.
Activities:

e Determine:

o Degree of Risk Reduction: Evaluate how much the risk can be mitigated through control

measures.

o Degree of Risk Avoidance: Assess the feasibility of completely avoiding the risk.
Example: Implementing preventive maintenance programs to reduce the likelihood of machinery
breakdowns or redesigning processes to eliminate certain hazardous steps.

4. Risk Acceptance

Description: The process of establishing which risks are acceptable based on defined criteria and
references.

Activities:

e Establish:

o Risk References: Set the acceptable levels of risk based on organizational policies,

industry standards, and regulatory requirements.

o Risk Referents: Identify the benchmarks or standards used to evaluate the acceptability of

risks.
Example: Accepting minor delays in supply deliveries as an acceptable risk based on historical data and

industry standards, while setting strict criteria for acceptable safety risks to employees.
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2. Apply Risk Management Strategies to Identify and Mitigate EHS Hazards

Mitigating EHS hazards requires selecting and applying the right analytical tool for each situation and then
applying controls at the highest achievable level of the hierarchy. The CSP must be fluent in multiple risk
analysis methodologies — including JHA, PHA, HAZOP, What-If, FTA, FMEA, and Checklists — and must
be able to distinguish their purpose, methodology, and appropriate application context. All mitigation
decisions are guided by the Hierarchy of Controls, which ensures that the most effective and durable

controls are selected before falling back on less effective options.

2.1. Hazard and Identification Steps

What is a hazard?

A hazard is the potential for harm. In practical terms, a hazard often is associated with a condition or activity
that, if left uncontrolled, can result in an injury or illness. Identifying hazards and eliminating or controlling
them as early as possible will help prevent injuries and illnesses.

Examples of Hazards:
1. Physical Hazards: These include things like slippery floors, unguarded machinery, excessive
noise, and poor lighting.
o Example: A wet floor in a kitchen can cause slips and falls, leading to potential injuries.
2. Chemical Hazards: These are present when a worker is exposed to any chemical preparation in
the workplace in any form (solid, liquid, or gas).
o Example: Handling cleaning products without proper ventilation can lead to respiratory
problems or skin burns.
3. Biological Hazards: These come from working with animals, people, or infectious plant material.
o Example: Healthcare workers exposed to bloodborne pathogens, like HIV or hepatitis, if
proper protective measures are not taken.
4. Ergonomic Hazards: These occur when the type of work, body positions, and working conditions
put strain on your body.
o Example: Repetitive movements in an assembly line can lead to musculoskeletal disorders
like carpal tunnel syndrome.
5. Psychosocial Hazards: These include aspects of work that may cause psychological or social
harm.
o Example: High stress, long working hours, and workplace bullying can lead to mental health

issues such as depression or anxiety.
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Hazard Identification Steps

Hazard Identification Steps

[Identify work areas)

[Review previous incidents]

(Conduct visual inspection]

[Determine job tasks]

[Break tasks into steps]

[Identify potential hazards]

1. Identify Work Areas:
o Explanation: The first step in hazard identification is to pinpoint specific areas within the
workplace where hazards might exist.
o Example: In a construction site, work areas might include the scaffoldings, excavation
zones, and areas where heavy machinery is operated.
o Scenario: A construction company identifies the scaffolding area as a work zone requiring
hazard identification due to the high risk of falls.
2. Review Previous Incidents:
o Explanation: Examining past accidents and incidents helps in understanding where and
how hazards have occurred previously.
o Example: In a manufacturing plant, previous incident reports reveal a high frequency of
hand injuries on a specific assembly line.
o Scenario: By reviewing past incident records, the manufacturing plant identifies the
assembly line as a critical area for detailed hazard analysis.
3. Conduct Visual Inspection:
o Explanation: A thorough visual inspection of the work areas can help in identifying visible
hazards and unsafe conditions.
o Example: During a walk-through of a warehouse, inspectors notice that several aisles are

cluttered, posing a trip hazard.
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o Scenario: Inspectors conduct a visual inspection and find that the storage areas in a

warehouse are not well-organized, leading to potential trip and fall incidents.
4. Determine Job Tasks:

o Explanation: Breaking down the work into specific tasks helps in identifying hazards
associated with each individual task.

o Example: In a laboratory, tasks might include handling chemicals, using burners, and
operating centrifuges.

o Scenario: In a lab setting, the job task of handling chemicals is identified as a high-risk
activity that needs detailed hazard analysis due to the potential for chemical spills and
exposures.

5. Break Tasks into Steps:

o Explanation: Each job task should be divided into smaller steps to pinpoint specific hazards
at each stage.

o Example: For operating a forklift, steps include performing pre-operation checks, loading
materials, and transporting goods.

o Scenario: In a warehouse, the task of operating a forklift is broken down into steps such as
starting the forklift, loading pallets, and moving through aisles. This helps in identifying
specific hazards like improper loading techniques or obstructed pathways.

6. Identify Potential Hazards:

o Explanation: Analyze each step to identify potential hazards and determine measures to
mitigate them.

o Example: In a kitchen, potential hazards for the task of chopping vegetables include cuts
and repetitive strain injuries.

o Scenario: In a commercial kitchen, the task of chopping vegetables is analyzed, and
potential hazards like cuts from sharp knives and repetitive strain injuries from prolonged
chopping are identified. Measures such as using cut-resistant gloves and providing proper

training are implemented.

2.2.Job Hazard Analysis (JHA) The Foundation Tool

The JHA (also called Job Safety Analysis — JSA) is OSHA's primary recommended hazard identification
and control tool for routine workplace tasks. It examines a job by breaking it into its discrete sequential
steps, identifying the hazards present at each step, and determining the most effective control measure

for each hazard. JHA is low-cost, worker-inclusive, and produces directly actionable safe work procedures.
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Roger Brauer (Ch. 13) identifies the JHA as the single most widely applicable hazard control tool available

to the frontline safety professional.

JHA — Four Essential Steps

Step 1: Select the Job — prioritize high-hazard, high-frequency, or high-severity jobs; jobs with recent
incidents or near-misses; new or modified jobs; and jobs with non-routine tasks. These represent the
highest-value JHA targets.

Step 2: Break the Job into Steps — Identify 8-15 steps — enough to capture all significant activities
without being so granular that the analysis becomes unmanageable. Steps should be in the sequence

they are actually performed.

Step 3: Identify Hazards — For each step, ask: What could go wrong? What injury could result? What
environmental or ergonomic conditions are present? Use the five hazard categories: Physical,

Chemical, Biological, Ergonomic, and Psychological.

Step 4: Determine Controls — Apply the Hierarchy of Controls to each hazard. Assign control
responsibility and target dates. The completed JHA becomes a training document, the basis for an

SOP, and evidence of due diligence.

What Jobs are Appropriate for a Job Hazard Analysis (JHA)?

A job hazard analysis can be conducted on many jobs in your workplace. Priority should go to the following
types of jobs:
1. Jobs with the highest injury or iliness rates:

o Example: In a construction company, tasks like roofing or scaffolding work typically have
higher injury rates due to the risk of falls.

o Scenario: A roofing job may involve working at significant heights without adequate fall
protection, leading to a higher likelihood of falls and related injuries. A JHA can help identify
the need for guardrails, safety harnesses, and training on their proper use.

2. Jobs with the potential to cause severe or disabling injuries or illness, even if there is no
history of previous accidents:

o Example: In a chemical plant, handling toxic substances has the potential to cause severe
health issues, even if no previous incidents have occurred.

o Scenario: Working with highly reactive chemicals may require detailed procedures and
protective equipment to prevent exposure. A JHA can identify the risks and recommend the
use of gloves, face shields, and proper ventilation systems.

3. Jobs in which one simple human error could lead to a severe accident or injury:
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o Example: Operating heavy machinery in a manufacturing plant can lead to serious injuries
if an operator makes a mistake.

o Scenario: If an operator accidentally engages the machinery while a colleague is
performing maintenance, it could result in severe injuries. A JHA can help implement
lockout/tagout procedures to ensure machinery is safely de-energized before maintenance.

4. Jobs that are new to your operation or have undergone changes in processes and
procedures:

o Example: Introducing a new production line in a factory where the processes are not yet
fully understood by employees.

o Scenario: A new production line might involve unfamiliar machinery and workflows,
increasing the risk of accidents. Conducting a JHA can help identify potential hazards and
establish safe operating procedures for the new setup.

5. Jobs complex enough to require written instructions:

o Example: Maintenance of high-voltage electrical systems, which involves several steps and
precise procedures.

o Scenario: Electrical maintenance requires careful adherence to procedures to avoid
electrocution. A JHA can break down the steps and ensure each one is documented with
the necessary safety measures, such as de-energizing circuits and using insulated tools.

By focusing on these types of jobs, a JHA can help prevent workplace injuries and illnesses, ensuring a

safer working environment for all employees.
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Steps to Begin Job Hazard Analysis
Steps to Begin Job Hazard Analysis

[Involve employees]

[Review accident history]

[ Preliminary job review]

[ Prioritize hazardous jobs]

[Outline steps/tasks ]

1. Involve Your Employees:

o Explanation: Engaging employees in the process ensures their input and buy-in, as they
are often the most familiar with the tasks and potential hazards.

o Scenario: In a manufacturing plant, involving machine operators in the JHA process helps
identify practical safety improvements based on their daily experiences.

2. Review Your Accident History:

o Explanation: Analyzing past incidents and accidents helps identify patterns and common
hazards that need addressing.

o Example: Reviewing accident reports in a warehouse might reveal frequent incidents of
slips and falls, prompting a closer examination of floor conditions and footwear policies.

3. Conduct a Preliminary Job Review:

o Explanation: Initially, assess the overall job to understand the workflow and identify any
obvious hazards.

o Scenario: In a construction site, a preliminary review might reveal immediate hazards like
unsecured scaffolding or exposed electrical wires, which need urgent attention before a
detailed JHA.

4. List, Rank, and Set Priorities for Hazardous Jobs:

o Explanation: Prioritize jobs that pose the highest risk to workers based on severity and
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frequency of potential hazards.

o Example: In a chemical plant, handling hazardous substances might be ranked higher for

JHA due to the potential for severe health impacts, compared to office tasks.
5. Outline the Steps or Tasks:

o Explanation: Break down the prioritized jobs into specific steps or tasks to systematically
analyze each one for hazards.

o Scenario: For a forklift operation in a warehouse, outline steps such as pre-operation
checks, loading/unloading procedures, and navigating the warehouse. Each step can then
be evaluated for risks like equipment malfunction, load instability, and collision with
obstacles.

By following these steps, organizations can effectively identify and mitigate hazards, creating a safer work

environment for their employees.

2.3. Process Hazard Analysis (PHA) For Complex Chemical Systems
OSHA's Process Safety Management standard (29 CFR 1910.119) mandates PHA for facilities handling

listed highly hazardous chemicals above threshold quantities. PHA is a team-based, systematic review of
a process to identify, evaluate, and control hazards with the potential for catastrophic consequences. The
team must include at least one person with process expertise and one with PHA methodology expertise.

PHA must be revalidated every 5 years and redone after significant changes.

PHA Methodologies — Selection Guide

* HAZOP (Hazard and Operability Study): most rigorous PHA technique. Applies structured guide words
(MORE, LESS, NO/NONE, REVERSE, AS WELL AS, OTHER THAN, PART OF) to process parameters
(flow, pressure, temperature, concentration) to systematically identify all deviations from design intent and
their consequences. Best for complex, continuous chemical processes at a detailed design or operational
stage.

e What-If Analysis: structured brainstorming using 'What if..." questions to identify scenarios that could produce
adverse consequences. More flexible and faster than HAZOP; appropriate for simpler processes or as a

screening tool to identify focus areas for more detailed analysis.

* Checklist Analysis: systematic comparison against a pre-defined list of known hazards based on codes,
standards, and industry experience. Ensures compliance with known requirements but may miss novel

hazards. Best used in combination with other techniques.
* FMEA (Failure Mode and Effects Analysis): bottom-up, inductive analysis identifying each component's
failure modes and tracing their effects upward through the system. RPN = Severity x Occurrence x

Detection. Particularly valuable for design review of equipment with multiple failure modes.
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* Fault Tree Analysis (FTA): top-down, deductive analysis starting with the undesired top event and working
backward through AND/OR logic gates to identify minimal cut sets — the smallest combinations of failures

sufficient to cause the top event. Quantifiable using failure rate data.

EXAM TIP: HAZOP = guide words applied to parameters to find DEVIATIONS. FTA = top-down deductive
(what caused this?). FMEA = bottom-up inductive (what if this component fails?). These distinctions are
consistently tested. PHA is required under PSM (1910.119); the team must include both process expertise

AND PHA methodology expertise.

PHA METHODOLOGY SELECTION GUIDE: DECISION TREE
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Causal analysis and RCA techniques
Causal analysis and Root Cause Analysis (RCA) are systematic approaches used to identify the underlying
causes of problems or incidents in order to prevent recurrence and improve overall system performance.
Here’s an overview of these techniques, including key methods and examples:
Causal Analysis
Causal analysis aims to identify the root causes of a problem, rather than just addressing the symptoms.
It involves a thorough investigation to uncover the factors that contributed to the occurrence of an incident
or issue.
Techniques in Causal Analysis
1. 5Whys:
o Description: A simple technique that involves asking "Why?" multiple times (typically five)
until the root cause of a problem is identified.
o Example:
= Problem: A machine stopped working.
=  Why 1: Why did the machine stop? (The motor stopped running.)
=  Why 2: Why did the motor stop running? (It overheated.)
=  Why 3: Why did it overheat? (The cooling fan failed.)
=  Why 4: Why did the cooling fan fail? (It was not maintained properly.)
=  Why 5: Why was it not maintained properly? (There is no scheduled maintenance
plan.)
o Scenario: This reveals the root cause as the lack of a maintenance schedule.
2. Fishbone Diagram (Ishikawa Diagram):
o Description: A visual tool used to systematically explore the potential causes of a problem
by categorizing them into major categories such as People, Processes, Equipment,
Materials, Environment, and Management.
o Example: Analyzing the causes of poor product quality in a manufacturing process.
o Scenario: The diagram helps identify that poor training (People) and outdated equipment
(Equipment) are major contributors to the issue.
3. Pareto Analysis:
o Description: Based on the Pareto Principle (80/20 rule), this technique identifies the few
critical causes that are responsible for the majority of problems.

o Example: Identifying that 80% of defects in a product line are caused by 20% of the

processes.
o Scenario: Focus on improving the critical 20% processes to significantly reduce overall
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defects.
Root Cause Analysis (RCA)
Root Cause Analysis is a specific type of causal analysis focused on identifying the fundamental reasons
for failures or problems. RCA is often used in conjunction with various tools and methods to uncover root
causes and implement effective solutions.
Techniques in RCA
1. Failure Mode and Effects Analysis (FMEA):
o Description: A step-by-step approach for identifying all possible failures in a design,
manufacturing process, or product and assessing their impact.
o Example: Analyzing the potential failure modes of a new car engine design.
o Scenario: Identifies that a specific part is prone to failure under high temperatures, leading
to a design change to improve durability.
2. Fault Tree Analysis (FTA):
o Description: A top-down, deductive analytical method used to identify the potential causes
of system failures by mapping the logical relationships between different events.
o Example: Investigating a power outage in a manufacturing plant.
o Scenario: The fault tree reveals that a combination of a failed backup generator and a
tripped circuit breaker caused the outage.
3. Event and Causal Factor Charting:
o Description: A method that maps out the sequence of events and conditions leading to an
incident to identify causal factors.
o Example: Charting the events leading to a workplace injury.
o Scenario: Shows that lack of training and poor lighting conditions contributed to the
accident.
4. Barrier Analysis:
o Description: Focuses on identifying barriers that failed to prevent an incident and analyzing
why they failed.
o Example: Examining the failure of safety barriers in a chemical spill incident.

o Scenario: Identifies that insufficient maintenance of spill containment systems was a critical

factor.
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Implementation of Causal Analysis and RCA
e Data Collection: Gather all relevant data, including incident reports, witness statements, and
environmental conditions.
e Team Formation: Assemble a team with diverse expertise to provide different perspectives on the
issue.
e Analysis: Use the chosen techniques to systematically identify root causes.
e Solutions: Develop and implement corrective actions to address the root causes.
e Follow-Up: Monitor the effectiveness of the implemented solutions and make adjustments as
necessary.
Examples and Scenarios
1. Manufacturing Defect:
o Problem: High rate of defective products.
o 5 Whys: Uncovers that the root cause is inadequate training of new employees.
o Solution: Implement a comprehensive training program for new hires.
2. Workplace Accident:
o Problem: Employee injury due to a fall.
o Fishbone Diagram: Reveals that poor lighting and lack of proper footwear are contributing
factors.
o Solution: Improve lighting in the work area and provide appropriate footwear to employees.
3. System Failure:
o Problem: Frequent downtime of a critical machine.
o FMEA: Identifies that a specific component fails frequently under high load.
o Solution: Redesign the component to handle higher loads and schedule regular
maintenance checks.
By using these causal analysis and RCA techniques, organizations can systematically identify and address

the root causes of problems, leading to more effective solutions and improvements in safety and

performance.
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2.4. The Hierarchy of Controls — The Cornerstone of Hazard Mitigation

The Hierarchy of Controls ranks hazard mitigation strategies from most to least effective in terms of the
permanence and reliability of protection provided. The NIOSH/OSHA hierarchy has five levels. The CSP
must not only know the levels but be able to apply them to specific workplace scenarios — selecting the
highest feasible level for each hazard identified. Roger Brauer (Ch. 3) emphasizes that the goal is always

to move as high as possible in the hierarchy, not to default to PPE simply because it is convenient.

Level 1 — Elimination

Physically remove the hazard from the workplace entirely. This is the most effective control because the
hazard ceases to exist — no exposure is possible, regardless of worker behavior or equipment failure.
Examples: discontinue a hazardous process, demolish a structurally unsound structure, remove a chemical
from inventory. Elimination is most achievable during the design phase (Prevention through Design —
PtD); retrofitting elimination onto existing processes is more challenging but should always be the first

consideration.

Level 2 — Substitution

Replace the hazard with a less hazardous alternative — a different material, substance, or process that
achieves the same functional outcome with reduced risk. Examples: replacing a carcinogenic solvent with
a water-based cleaning agent; replacing a noisy pneumatic tool with a quieter hydraulic alternative; using
robotic welding instead of manual welding to eliminate welder arc flash exposure. Substitution is not risking

elimination — the substitute may introduce new, lower-level risks that must also be assessed.

Level 3 — Engineering Controls

Modify the work environment or equipment to separate workers from the hazard — without relying on
worker behavior. Engineering controls are the preferred level when elimination or substitution is not
feasible. They are designed into the system, operate passively, and do not require consistent worker action
to be effective. Examples: machine guards and interlocks, local exhaust ventilation (LEV), noise

enclosures, blast shields, GFCI outlets, confined space forced-air ventilation, and process automation.

Level 4 — Administrative Controls

Change how people work — through work practices, training, scheduling, signage, and written procedures
— to reduce exposure. Administrative controls do not remove the hazard; they rely on consistent human
behavior to be effective, making them inherently less reliable than engineering controls. Examples: job
rotation to limit noise dose; hot-work permits; LOTO procedures; permit-to-work systems; chemical hygiene

plans; safe operating procedures; emergency response drills; and training programmes.
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Level 5 — Personal Protective Equipment (PPE)

PPE is the last line of defence — used when other controls cannot reduce exposure to acceptable levels.
PPE protects the worker from the hazard but does not remove the hazard from the environment. It relies
entirely on correct selection, fit, use, maintenance, and replacement — all of which require ongoing worker
compliance. The CSP exam frequently tests the understanding that PPE is NOT the preferred control

option and should be supplemental to higher-level controls, not a replacement for them.

Scenario — Hierarchy Application Scenario: A machine shop has high noise levels (97 dBA) from a
hydraulic press. The CSP applies the hierarchy: Elimination: Can the pressing operation be discontinued?
Not feasible — it is a core production process. Substitution: Can a quieter press design be substituted?
Under evaluation for next capital cycle. Engineering: Install acoustic enclosure around the press, add
vibration isolation mounts — reduces noise to 88 dBA. Administrative: Limit worker time near the press;
rotate shifts. PPE: NRR-25 earmuffs as supplemental protection. Engineering control provides the primary

protection; PPE supplements it but does not replace it.

» HIERARCHY OF CONTROLS -

Effectiveness

A Ho o ELIMINATION

[ Effectiveness | Remove the hazard entirely.
\ (Highest level of protection)

SUBSTITUTION

Replace the hazard with a safer alternative.

ENGINEERING CONTROLS

Isolate people from the hazard.

Standard Operating
Procedure (SOP)

Change the way people work 0 ADMINISTRATIVE
(rules, training, schedules). CONTROLS

PERSONAL PROTECTIVE
v EQUIPMENT (PPE)

Low Protect the worker with equipment.
Effectiveness  (Last resort)
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One more perspective which is guided by NFPA recently is adding Awareness separately on top of
Administrative controls as illustrated. This is to ensure that workers are aware of the hazards and

understand the safety procedures to mitigate them.

. Elimination

. Engineering controls

. Awareness

. Administrative controls

. Personal protective equipment (PPE)

Criteria for deciding the Controls:

When deciding between different control measures within the hierarchy of controls, several criteria can
help determine the most appropriate and effective option. These criteria ensure that the chosen control not
only addresses the hazard but also aligns with practical, economic, and operational considerations. Here
are possible criteria to consider:

1. Effectiveness
o Description: The ability of the control to eliminate or significantly reduce the risk.
e Example: Elimination is generally more effective than PPE because it completely removes the
hazard.
e Scenario: If a chemical process can be replaced with a safer alternative (substitution), it would be
preferred over merely providing respirators (PPE).
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2. Feasibility
o Description: Practicality of implementing the control, including technical and operational aspects.
o« Example: Engineering controls may not be feasible in all settings due to space or design
constraints.
e Scenario: Installing ventilation systems might not be feasible in a temporary or mobile worksite, so
administrative controls or PPE might be considered instead.
3. Cost
o Description: The cost of implementing and maintaining the control measure.
o« Example: While engineering controls can have high upfront costs, they might be more cost-
effective in the long run compared to ongoing PPE expenses.
e Scenario: A small business might choose administrative controls over expensive engineering

solutions due to budget constraints.

4. Impact on Productivity
o Description: The effect of the control measure on the efficiency and productivity of workers.
o Example: Controls that significantly slow down operations might not be sustainable.
e Scenario: If an engineering control like a machine guard reduces speed but ensures safety, it might

still be preferred over PPE, which can be cumbersome and uncomfortable for workers.

5. Compliance with Regulations
o Description: Alignment with legal and industry standards and requirements.
e Example: Some controls might be mandated by law or industry standards.
e Scenario: Regulatory requirements might necessitate the installation of specific engineering

controls regardless of cost or feasibility.

6. Ease of Implementation

o Description: The simplicity and speed with which the control can be put into place.

e Example: Administrative controls like new procedures can often be implemented faster than
structural changes.

e Scenario: During an urgent situation, immediate administrative controls and PPE might be

implemented while planning for more permanent engineering solutions.
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7. Employee Acceptance

e Description: The likelihood that workers will accept and correctly use the control.
o Example: PPE that is uncomfortable or difficult to use may not be consistently worn.
e Scenario: Workers might prefer engineering controls that do not interfere with their tasks over

cumbersome PPE.
8. Sustainability

o Description: The ability to maintain the control measure over time.

e Example: Continuous training and supervision might be required for administrative controls to be
effective.

e Scenario: A business might invest in engineering controls if they are easier to maintain than

ensuring constant compliance with administrative procedures.
9. Redundancy and Backup

o Description: The presence of multiple layers of protection to ensure safety if one control fails.
o Example: Combining engineering controls with administrative controls and PPE for critical hazards.
e Scenario: In a high-risk environment like a chemical plant, multiple controls might be necessary to

ensure comprehensive protection.
Decision-Making Framework

To make decisions between these controls, organizations often use a risk management framework that

includes the following steps:

Risk Assessment: Identify and assess the hazards and associated risks.
Evaluate Control Options: Use the above criteria to evaluate the potential controls.

Cost-Benefit Analysis: Weigh the costs and benefits of each control measure.

A W N PRE

Prioritize Controls: Rank controls based on their effectiveness, feasibility, and alignment with
organizational goals.

Implement Controls: Put the chosen control measures into place.

Monitor and Review: Continuously monitor the effectiveness of the controls and make

adjustments as necessary.

—
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Example Scenarios
Scenario 1: Noise Reduction in a Factory

¢ Risk: High noise levels causing hearing damage.
e Control Options:
o Elimination: Not feasible as machinery is essential.
o Substitution: Not applicable.
o Engineering Controls: Install sound dampening materials and enclosures.
o Administrative Controls: Implement rotation schedules to limit exposure time.
o PPE: Provide hearing protection devices.

o Decision: Engineering controls to reduce noise levels complemented by PPE for further protection.
Scenario 2: Chemical Exposure in a Laboratory

o Risk: Exposure to toxic chemicals.
e Control Options:
o Elimination: Use less hazardous chemicals if possible.
o Substitution: Substitute with less toxic chemicals.
o Engineering Controls: Install fume hoods and ventilation systems.
o Administrative Controls: Establish handling procedures and training.
o PPE: Provide gloves, goggles, and respirators.
e Decision: Substitution with less toxic chemicals, supported by engineering controls (fume hoods)

and PPE for additional safety.

2.5. Prevention Through Design (PtD) Integrating Risk Management into Design

Prevention through Design is the proactive application of the hierarchy of controls during the design and
re-design of workplaces, tools, equipment, materials, and processes to prevent or reduce occupational
injuries, illnesses, and fatalities. PtD recognizes that hazards addressed at the design stage cost far less
to eliminate than those addressed after a system is built and operational. The hierarchy's top two levels —
elimination and substitution — are only practically achievable during design. CSP’s most important
opportunity to protect workers is therefore in the design review stage, before any hardware is procured or

construction begins.
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3. Differentiate Financial Risk Mitigation Strategies

Beyond controlling physical hazards, the CSP must understand how organizations manage the financial
consequences of risk through insurance, self-funding, risk pooling, and contractual mechanisms. Financial
risk management is not separate from safety management — it is the economic dimension of the same
risk that workers face physically. The four primary financial risk mitigation strategies are: Risk Avoidance,
Risk Retention, Risk Sharing, and Risk Transfer. Two additional techniques — Loss Prevention and Loss

Reduction — apply regardless of which primary strategy is chosen.

3.1. Strategy 1 — Risk Avoidance

Risk avoidance means deciding NOT to engage in the activity that creates the risk, thereby eliminating
both the hazard and the financial exposure. This is the financial equivalent of the elimination control in the
hierarchy. Avoidance is appropriate when: the potential loss is catastrophic and uninsurable; no feasible
control can reduce the risk to an acceptable level; or the cost of managing the risk exceeds the economic
benefit of the activity. Example: a chemical company decides not to manufacture a highly toxic compound
for which no safe production process can be designed — the risk of catastrophic liability and worker harm

is avoided by not producing the compound at all.

3.2. Strategy 2 — Risk Retention

Risk retention means the organization accepts and self-funds the financial consequences of losses rather
than purchasing insurance to transfer them. Retention can be intentional (deliberate self-insurance of
predictable, manageable losses) or unintentional (failure to recognize or insure an exposure). Deliberate
risk retention is appropriate when: losses are small, frequent, and highly predictable (more economical to
budget for directly than to insure); or when the organization is large enough to pool risks internally across

many locations.

* Self-Insurance: the organization establishes a self-insurance reserve fund and manages claims internally —
typically used for workers' compensation by large multi-state employers.

* Deductibles and Self-Insured Retentions (SIR): the organization retains a specified dollar amount per claim
or per year, with commercial insurance covering losses above the retention layer.

e Large Deductible Programmes: the organization retains the first $100,000-$1,000,000 per occurrence,

reducing premium cost in exchange for absorbing predictable, manageable losses.
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3.3. Strategy 3 — Risk Sharing

Risk sharing distributes the financial consequences of loss across multiple parties — typically through
pooling arrangements where each participant contributes to a collective fund from which claims are paid.
This creates the economic benefits of scale while maintaining more control over the insurance mechanism

than purchasing commercial insurance.

» Captive Insurance Companies: a subsidiary insurance company formed and owned by one or more non-
insurance organizations to insure their own risks. A 'pure captive' insures only its parent; a 'group captive'
insures a group of unrelated companies. Captives align insurance costs directly with the insured's own loss

experience — incentivizing safety improvement.

* Risk Retention Groups (RRGSs): group-owned liability insurance companies formed under the Liability Risk
Retention Act — members share both ownership and risk. Common in healthcare, trucking, and

construction, where commercial insurance is costly or unavailable.

* Industry Mutual Pools: trade association-sponsored pools where members share workers' compensation or
liability exposure. Performance of the group determines assessments; strong safety performers benefit from

a favorable group experience.

3.4. Strategy 4 — Risk Transfer

Risk transfer shifts the financial burden of a potential loss to another party. The two primary mechanisms

are commercial insurance and contractual transfer.

* Commercial Insurance: the organization pays a premium to an insurer who agrees to pay covered losses.
Types critical to safety management: workers' compensation (mandatory in all states), general liability,
product liability, environmental liability, and professional liability (E&O). Insurance transfers financial risk but

NOT the regulatory responsibility for safety.

* Contractual Transfer — Indemnification and Hold-Harmless Agreements: contractual provisions requiring
one party (typically a contractor or vendor) to defend and indemnify another against specified claims. The
CSP must understand that contractual transfer does not change the physical hazard — it simply determines

who pays if a loss occurs.
e Contractual Transfer — Insurance Requirements: requiring contractors, vendors, and subcontractors to

maintain specified minimum insurance coverage and name the organization as an additional insured. The

CSP is frequently involved in reviewing contractor insurance certificates as part of pre-qualification

processes.
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FINANCIAL RISK STRATEGIES MATRIX

» Mapping the Hierarchy of Controls Analogy (Effective Control)
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3.5. Workers' Compensation and the Experience Modification Rate (EMR)

Workers' compensation insurance is the primary financial instrument through which the cost of
occupational injuries is funded. For the CSP, the Experience Modification Rate (EMR) is the most important
workers' compensation concept — it directly links safety performance to insurance cost and business
competitiveness, particularly in industries where contracts require an EMR below a specified threshold
(commonly 1.0 or 0.9).

Experience Modification Rate: EMR = Actual WC Losses + Expected WC Losses for the Industry

EMR < 1.0 = better-than-average loss experience = premium CREDIT. EMR > 1.0 = worse-than-average = premium
DEBIT. EMR of 0.85 = 15% fewer losses than the industry average.
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The EMR typically reflects 3 years of loss experience (excluding the most recent policy year). Because it
is calculated on a rolling basis, safety improvements show up in EMR within 1-3 years. The CSP must
understand that reducing claim frequency (leading indicators: fewer incidents), claim severity (rapid return-
to-work programmes), and claim development (aggressive early claims management) all reduce the EMR

over time.

Scenario — EMR Business Impact Scenario: A construction company with an EMR of 1.4 loses a major
contract bid because the client requires an EMR < 1.0. The CSP calculates that with 1.4 EMR, workers' comp
premiums are 40% higher than the industry average. A safety improvement programme (BBS observations,
supervisor safety leadership training, enhanced pre-task planning) reduces TRIR by 35% over 2 years. By
Year 3, EMR drops to 0.95, saving $85,000 in annual premiums and reopening the company to previously
inaccessible bid opportunities. This is the direct financial ROI of safety management.

3.6. Loss Prevention vs. Loss Reduction — The Critical Distinction

Loss prevention and loss reduction are complementary strategies that work together in a comprehensive

risk management programme. Understanding the distinction is essential for the CSP exam.

e Loss Prevention: activities designed to REDUCE THE FREQUENCY of losses — preventing losses from
occurring in the first place. Examples: safety inspections, training, engineering controls, work permit
systems, PPE programmes. Loss prevention acts BEFORE the loss event. Corresponds to proactive
(leading) indicator activity.

* Loss Reduction: activities designed to REDUCE THE SEVERITY of losses after they occur — minimizing
their ultimate financial and human impact. Examples: first aid and medical management programmes, rapid
return-to-work (RTW) programmes, emergency response, business interruption recovery, and property

sprinkler systems (limit fire spread after ignition). Loss reduction acts DURING and AFTER the loss event.

3.7. Return on Investment (ROI) for Safety Programmes

The safety professional must quantify the economic case for safety investment to secure management
commitment and funding. Roger Brauer (Ch. 5) provides the economic analysis framework that CSP
candidates must master. Heinrich's accident cost iceberg remains the most widely cited model: indirect
costs (lost productivity, investigation time, administrative costs, morale impact, retraining costs) are 4x to
53x greater than direct costs (medical, WC payments), meaning that the full cost of an accident is

dramatically underestimated when only direct costs are considered.
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Safety ROI: ROI (%) = [(Net Benefit + Programme Cost) x 100]

Net Benefit = Total Savings (incident cost avoidance) minus Programme Cost. Industry benchmark: every $1 invested
in safety returns $3—$6 in reduced WC, productivity gains, and lower insurance premiums.

Net Present Value (NPV): NPV = X [Cash Flout / (1+r) ~t] — Initial Investment

NPV > 0: the safety investment creates value after accounting for the time value of money. r = discount rate; t = year.

Used to compare safety investments with different timelines and benefit profiles.

EXAM TIP: Know the FOUR primary financial strategies: Avoidance (don't do it), Retention (self-fund),
Sharing (pool with others), Transfer (insurance/contracts). Know that LOSS PREVENTION = reduce
FREQUENCY; LOSS REDUCTION = reduce SEVERITY. EMR formula is high frequency: Actual +

Expected. EMR < 1.0 = better than average = premium credit.

HEINRICH'S ACCIDENT COST ICEBERG

lllustrating the vast difference between visible and hidden costs.

DIRECT COSTS VISIBLE
ip Medical Expenses ¢ COSTS

Workers' Compensation Paymentm > (Approx. 1x)
- . Visible Costs

INDIRECT COSTS (Hidden and Greater)
& A\
€% Lost Productivity & Schedule Delays >
\
.a.é} Incident Investigation Time & Adnlinistration , HIDDEN
7 Training of Replacement Workers & Retraining | . COSTS

S (Approx. 4x - 53x

t Reduced Employee Morale ‘ $
== & Higher Turnover / ‘ VIBLE COSTS)

I Equipment Damage & Repair

Legal Costs, Fines, &
Compliance Penalties
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4. Apply Risk Analysis Process — Identifying, Ranking, and Monitoring

The risk analysis process must be applied across four primary EHS domains in the CSP examination:
disaster and emergency preparedness, fire prevention, occupational health, and hazardous materials
management/environmental compliance. For each domain, the CSP must be able to identify applicable
hazards, rank them using a systematic methodology, apply appropriate controls, and establish a monitoring

programme to verify ongoing effectiveness.

4.1. Application Area 1 — Disaster and Emergency Preparedness Risk Analysis

Emergency preparedness risk analysis identifies, ranks, and develops mitigation strategies for scenarios
that could result in mass casualties, major property damage, business interruption, or community impact.
The process follows the same five-step risk management framework but is applied at the scenario level

rather than the task level.

Emergency Scenario ldentification — FEMA Threat and Hazard Identification

FEMA's Threat and Hazard Identification and Risk Assessment (THIRA) process provides a structured
framework for identifying natural (earthquake, tornado, flood, hurricane), technological (chemical release,
fire, explosion, nuclear incident, cyber-attack, utility failure), and human-caused (terrorism, workplace
violence, sabotage) emergency scenarios. Each scenario is assessed for: probability of occurrence;
maximum potential consequence (life safety, property, environment, business continuity); existing

capability to respond; and residual vulnerability.

Risk Ranking for Emergency Preparedness

Scenarios are ranked using a probability x consequence matrix. The highest-ranked scenarios receive the

greatest investment in written Emergency Response Plans; trained and equipped response teams;

communication and warning systems; resource pre-positioning; mutual aid agreements; and regular drill

and exercise programmes. Business Continuity Planning (BCP) identifies Maximum Tolerable Downtime

(MTD) and Recovery Time Objectives (RTO) for critical functions — the highest-priority functions are those

with the shortest MTD.

* Maximum Tolerable Downtime (MTD): the maximum period that a critical business function can be interrupted
before unacceptable consequences occur. Functions with an MTD of hours must be recovered first;
functions with an MTD of days or weeks can be deferred.

* Recovery Time Objective (RTO): the target time within which the function must be restored after an

interruption. RTO must be less than MTD for the plan to provide meaningful protection.
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* Recovery Point Objective (RPO): the maximum acceptable data loss measured in time — how far back in

time data can be recovered from backup. Critical for cyber security emergency planning.

Scenario — Emergency Preparedness Risk Ranking: A chemical plant conducts a THIRA. Three top-
ranked scenarios: (1) Major toxic release — Probability: Low, Consequence: Catastrophic, Risk Rank: HIGH.
(2) Hurricane category 3 — Probability: Moderate, Consequence: Severe, Risk Rank: HIGH. (3) Power grid
failure — Probability: Moderate, Consequence: Serious, Risk Rank: MEDIUM. Resources prioritized to
scenarios 1 and 2: full emergency response plans, annual drills, community notification systems, and mutual

aid agreements with local LEPC.

4.2. Application Area 2 — Fire Prevention Risk Analysis
Fire risk analysis applies to the risk management process to identify ignition sources, fuel sources, and
oxygen conditions that combine to create fire and explosion hazards. The NFPA provides the framework

of standards that guide fire risk identification, ranking, and control in US facilities.

Fire Hazard Identification — The Fire Triangle and Pentagon

The fire triangle requires three elements simultaneously: fuel (combustible material), oxidant (typically
atmospheric oxygen), and ignition source (sufficient energy to initiate combustion). The fire pentagon (for
explosion) adds dispersion and confinement. The risk analysis identifies all three (or five) elements present

in the work environment and evaluates controls for each.

Fire Risk Ranking Parameters

e Flammable and Combustible Liquid Classification (NFPA 30): Class | (flash point < 100°F) = highest fire risk;
Class Il (100°F < FP < 140°F) = combustible; Class Il (FP = 140°F) = lower risk. Quantities, storage
configurations, and proximity to ignition sources determine risk ranking.

* NFPA 704 Hazard Diamond: rates health (blue), flammability (red), reactivity (yellow), and special hazards
(white) on a 0—4 scale. NFPA 704 provides a rapid-fire risk ranking for stored materials.

 Building Occupancy and Fire Load: higher occupancy and higher combustible loading increase consequence
severity — a key factor in fire risk matrix rating.

* Ignition Source Inventory: electrical sources (highest risk — account for most industrial fires), hot work,

friction, static electricity, hot surfaces, open flames, and spontaneous ignition.
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Fire Risk Controls — Prevention Hierarchy

* Prevention (highest priority): separate ignition sources from flammable materials; bonding and grounding for
static control; hot-work permit systems; flammable storage in approved cabinets; housekeeping to prevent
combustible material accumulation.

* Detection: smoke detectors, heat detectors, flame detectors, and combustible gas monitors provide early
warning — critical for protecting life and enabling rapid response.

e Suppression: automatic sprinkler systems (wet-pipe, dry-pipe, pre-action, deluge), gaseous suppression
(total flooding for sensitive equipment), standpipe systems, and portable extinguishers limit fire spread and
severity.

e Compartmentalization: fire-rated construction, fire doors, dampers, and separation distances limit fire and
smoke spread to protect occupants and enable evacuation.

* Evacuation and Life Safety: emergency action plans, egress route design, exit lighting, alarm systems, and

trained fire response personnel complete the fire safety hierarchy.

EXAM TIP: The MOST COMMON source of industrial fires is ELECTRICAL. The most effective fire
PREVENTION strategy is separating ignition sources from flammable materials. A combustible liquid has a
flash point AT OR ABOVE 100°F; a flammable liquid has a flash point BELOW 100°F. NFPA 704 rates 0—4:

4 = most severe.

4.3. Application Area 3 — Occupational Health Risk Analysis

Occupational health risk analysis applies to the AIHA anticipation-recognition-evaluation-control (AREC)
framework — also called the industrial hygiene paradigm — to chemical, physical, and biological workplace
exposures. The CSP must be able to conduct or interpret a health risk analysis using quantitative exposure

data.

Occupational Health Risk Ranking — Exposure vs. Criteria

Risk ranking for occupational health exposures compares measured or estimated exposure levels against
health-based criteria (OSHA PELs, ACGIH TLVs, NIOSH RELSs) using a consistent framework. David
Yates (The Practice of Statistics) provides the statistical tools needed to interpret exposure data:
confidence intervals around TWA estimates determine whether exposures are demonstrably below the

occupational exposure limit (OEL) at the required confidence level.
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Exposure/OEL Ratio (E/OEL): Risk Rank = TWA Exposure (measured) + Occupational Exposure
Limit

E/OEL > 1.0: exposure exceeds the limit — immediate corrective action required. E/OEL 0.5-1.0: action level zone —
engineering controls and monitoring required. E/OEL < 0.1: acceptable — periodic monitoring to confirm continued

control.

Similar Exposure Groups (SEGs)

SEG analysis is the primary occupational health risk ranking tool for managing exposure assessment
programmes across large workforces. Workers are grouped into SEGs based on the same job title, task
profile, materials handled, and daily exposure pattern. Statistical analysis is then applied to SEG exposure
data to estimate the 95th-percentile exposure (identifying worst-case workers); calculate confidence
intervals around the estimates (using Yates's statistical methods); and assign exposure categories that
drive control priority and monitoring frequency. SEG-based risk ranking ensures that the highest-risk

worker groups receive the most urgent and intensive attention.
* Exposure Category 0 (EC-0): TWA < 0.1 x OEL — acceptable. Periodic monitoring to confirm. No immediate
action is required.

* Exposure Category 1 (EC-1): 0.1-0.5 x OEL — acceptable with caution. Annual monitoring; source controls
if reasonably practicable.
* Exposure Category 2 (EC-2): 0.5-1.0 x OEL — action level. Engineering controls, administrative controls,

or PPE are required. Quarterly monitoring.

* Exposure Category 3 (EC-3): > 1.0 x OEL — UNACCEPTABLE. Immediate corrective action is required. No

work until controls reduce exposure below the OEL.
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SEG EXPOSURE CATEGORIES SCALE
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4.4. Application Area 4 — Hazardous Materials and Environmental Compliance Risk Analysis

Hazardous materials management and environmental compliance present financial, regulatory, and
reputational risks that the CSP must be able to identify, rank, and monitor. The regulatory framework is
multi-layered: OSHA governs worker exposure; EPA governs environmental releases; DOT governs

transportation; and state agencies may impose additional requirements.

Regulatory Risk Identification — The Compliance Gap Analysis

The compliance gap analysis compares current practices against all applicable regulatory requirements to
identify gaps that represent legal, financial, and safety risks. Regulatory requirements relevant to
hazardous materials include OSHA HazCom (29 CFR 1910.1200), OSHA PSM (29 CFR 1910.119), EPA
RCRA (40 CFR Parts 260-270), EPA SARA Title Ill (EPCRA), EPA RMP (40 CFR Part 68), and DOT
HazMat Regulations (49 CFR Parts 171-180). Each standard has specific requirements — failure to

comply creates risks that must be ranked and remediated.

Hazardous Materials Risk Ranking Parameters

* Quantity: larger quantities create greater consequence potential. EPCRA Section 302 Extremely Hazardous
Substances (EHS) threshold planning quantities (TPQs) trigger LEPC notification. EPA RMP threshold
guantities trigger a Risk Management Plan. OSHA PSM threshold quantities require a full Process Safety

Management programme.

“ 0’ Disclaimer: Don’t copy or disclose to any other party without prior consent ‘3
Inovo Global (Safety Training & Advisory Services)
OSH /TREE www.inovoglobals.com | info@inovoglobals.com

sssssssssssssssssss

Page 40 of 57 —



CSP Domain 3 | Learning Notes Risk Management * 15%

Physical State and Volatility: gases and volatile liquids present greater inhalation and explosion risk than

solids or low-volatility liquids. Vapours pressure is a key ranking parameter.

* Toxicity: LD50, LC50, IDLH values, and ERPG/PAC emergency planning guidelines determine the
consequence severity of a release scenario. Lower LD50 = higher acute toxicity = higher risk rank.

* Proximity to Receptors: distance to workers, community, surface water bodies, and groundwater determines
the consequence of a release. Risk ranking must account for the number and vulnerability of receptors in
the hazard zone.

* Control Status: effectiveness of secondary containment, detection systems, trained emergency response,

community notification systems, and mutual aid agreements all affect residual risk level.

Environmental Risk Monitoring — Key Regulatory Triggers

* RCRA Corrective Action: required at permitted TSD facilities for historical releases — ongoing monitoring

wells and groundwater sampling to verify containment of contamination.

* Clean Air Act Compliance Monitoring: Title V permitted facilities must conduct continuous emissions

monitoring (CEMS) or periodic stack testing to verify compliance with permit conditions.

SPCC Inspections: 40 CFR Part 112 requires regular inspection of secondary containment, tanks, valves,

and transfer equipment for oil-covered facilities — records retained 3 years.

EPCRA Section 313 TRI Reporting: annual release inventories for listed toxic chemicals above threshold

guantities — identifies release trends and benchmarks pollution prevention progress.

CERCLA Section 103 Notification: any release of a reportable quantity (RQ) of a listed hazardous substance

must be reported immediately to the National Response Center (NRC).

4.5. Risk Ranking and Prioritization Tools

Across all four application areas, CSP must apply systematic ranking tools to convert raw risk data into
prioritized corrective action plans. Three complementary tools provide a comprehensive ranking
framework:

Risk Matrix — Standard Ranking Tool

The risk matrix plots Consequence Severity (catastrophic — negligible) against Probability/Likelihood
(frequent — improbable) to assign a risk priority code. The matrix is calibrated to the organization’s risk
tolerance — what constitutes 'High' risk for a hospital differs from a construction company. High-risk matrix
cells require immediate action; medium-risk cells require planned corrective action; low-risk cells require

monitoring only.

0 <
‘e‘o; Disclaimer: Don’t copy or disclose to any other party without prior consent ‘:’
e3> Inovo Global (Safety Training & Advisory Services)

OSH"” TREE www.inovoglobals.com | info@inovoglobals.com

Page 41 of 57 —



CSP Domain 3 | Learning Notes Risk Management * 15%

RISK MATRIX (PROBABILITY x CONSEQUENCE)
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Pareto Analysis — Focus on the Critical Few

Pareto analysis applies the 80/20 principle to risk ranking: typically, 80% of losses are caused by 20% of
hazards (departments, equipment, tasks, or chemicals). By ranking hazards, incidents, or costs from
largest to smallest and plotting the cumulative frequency distribution, the CSP identifies the critical 20%
that deserves 80% of corrective action investment. David Yates (The Practice of Statistics, Ch. 1) provides
the descriptive statistics foundation for Pareto analysis: the Pareto chart is a bar chart of frequencies

arranged in descending order with a cumulative percentage line overlaid.

Pareto Prioritization: Focus on the causes up to the 80% cumulative frequency line — these are

the 'critical few"'.

Example: 7 incident types account for 100% injuries. Top 2 types (falls, struck-by) account for 78% of all injuries and 85%

of total costs. Corrective action concentrated on falls and struck-by delivers maximum ROI.
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PARETO CHART — INCIDENT PRIORITIZATION
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Risk Register and Trending — Ongoing Monitoring Framework

An effective monitoring programme measures risk level trends over time — not just snapshots. The risk
register should be updated at defined intervals (quarterly for high-risk items; annually for low-risk items)
and reviewed as part of the management review process. Key monitoring metrics: percentage of high-risk
items closed by the target date; trend in residual risk levels over successive monitoring periods; number
of new high-risk items identified (indicating the effectiveness of hazard identification processes); and
correlation between risk register status and leading indicator performance. Statistical process control
(SPC) techniques — introduced in Yates (Ch. 2) as control charts — can be applied to safety metrics to

distinguish true performance trends from random variation.
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Scenario — Integrated Risk Ranking Scenario: A petroleum refinery conducts its annual enterprise risk
analysis. Pareto analysis of 3-year incident data shows that 76% of all recordable injuries occur in two of eight
units (catalytic cracking and maintenance shops). Risk matrix analysis ranks the following as HIGH: H2S
release potential in catalytic cracking (catastrophic/probable); struck-by from mobile equipment in
maintenance (critical/frequent); chemical burns from caustic soda in utilities (critical/occasional). The risk
register assigns: H2S controls to Process Safety team (6-week deadline), mobile equipment segregation to
Operations (4-week), caustic SOP revision to Industrial Hygiene (8-week). Monitoring: weekly corrective

action closure rate reported to the site manager; next risk matrix update in 90 days to verify risk level reduction.

4.6. Monitoring Metrics — Leading and Lagging Integration

An effective risk monitoring programme uses BOTH lagging indicators (injury rates, illness cases,
environmental exceedances, regulatory citations) to measure outcomes and leading indicators (inspection
completion rates, corrective action closure rates, near-miss reporting rates, training completion rates, risk
register update frequency) to predict and prevent future adverse events. David Yates (The Practice of
Statistics, Chs. 1-2) provides the statistical tools to: calculate mean, median, and mode of exposure and
incident data; apply confidence intervals to determine whether observed trends are statistically significant
or due to random variation; and use regression analysis to identify predictive relationships between leading

indicators and outcomes.

Statistical Significance Test: 95% Cl = X + (1.96 x SE), where SE =s /\n

If the confidence interval around the current period's TRIR does NOT overlap the previous period's Cl, the change is
statistically significant — a true performance shift, not random variation. Yates, D.S. et al. (2012), Ch. 8 — Estimating

with Confidence.

EXAM TIP: For Objective 4: Know which regulatory programme applies to which hazard category — OSHA
PSM for highly hazardous chemicals, EPA RMP for community risk from the same chemicals, RCRA for
hazardous waste, EPCRA/SARA Title Ill for community right-to-know and emergency planning. CERCLA
RQ reporting = IMMEDIATE to the National Response Center. Know that Pareto analysis uses the 80/20

rule to prioritize corrective action investment on the critical few causes.
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Additional Lecture Summary Points

Benefits of Risk Management in OHSMS

Benefits of RM in OHSMS

« Risk management shares the six management
system process elements

o« Leadership
o Policy

= Plan ]~ Risk Assessment
o Do

o Check (Monitor)
= Act (Review)

Risk Management (RM) is not a separate activity within an OHSMS; rather, it is integrated into the same
management system framework used by standards such as 1SO 45001. Risk management follows the
Plan-Do—Check—-Act (PDCA) cycle and supports continual improvement of occupational health and
safety performance.
1. Leadership
Top management demonstrates commitment by establishing a risk-aware culture, allocating resources,
defining responsibilities, and ensuring that workplace risks are identified and controlled. Strong leadership
drives effective risk management throughout the organization.
2. Policy
The OH&S policy provides the organization's commitment to preventing injuries, ill health, legal
compliance, and continual improvement. Risk management ensures that these commitments are
translated into practical actions and controls.
3. Plan (Risk Assessment)
Planning is the foundation of risk management. During this stage, organizations:

e Identify hazards and risks.

o Assess the likelihood and severity of potential incidents.

e Determine opportunities for improvement.

o Establish objectives, controls, and action plans.
This is why Risk Assessment is shown alongside the planning element—it is the core activity that enables
informed decision-making.
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4. Do (Implementation)

The planned controls are implemented through operational procedures, training, communication,
emergency preparedness, and resource allocation. This stage converts risk assessment findings into
practical workplace controls.

5. Check (Monitor)

Organizations monitor and measure performance to determine whether risk controls are effective. Activities

include inspections, audits, incident investigations, performance evaluations, and compliance monitoring.
6. Act (Review)

Management reviews the results of monitoring activities, identifies lessons learned, and takes corrective

actions to improve the system. This ensures continual improvement and adaptation to changing risks.

BENEFITS OF RISK MANAGEMENT IN OHSMS

o “\)N- \MPROVEMENT (PDCA o
C,
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LEADERSHIP

« Top management commitment 9
« Provides resources
+ Promotes risk-aware
culture

mﬁv?gw, POLICY

p « Establishes OH&S
« Management review policy
« Corrective actions « Sets objectives and
+ Continual i
et R l SK commitments

MANAGEMENT
IN OHSMS

Integrated across all
elements of the
OHSMS
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DO

« Implement controls
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« Communication & awareness
+ Operational control

+ Emergency preparedness
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Risk Complexities

Risk Complexities

« Regulatory Aspect
= Regulatory Methods
= Regulatory Strategy
+ Type-I Policy Errors, false positives
* Type-II Policy Errors, false negative
« Risk and Technology
« Risk and business
= Risk Assessment Rejected
= Risk Management
« Risk and Insurance
« Risk Perception
« Risk taking behavior

Null hypothesis is... True False

Not rejected

Risk management is complex because risks are influenced by multiple interconnected factors, including
regulations, technology, business objectives, financial considerations, human perception, and behavior.
Understanding these complexities enables organizations to make informed decisions and manage
uncertainty effectively.
1. Regulatory Aspect
Regulations, laws, standards, and compliance requirements significantly influence how organizations
identify, assess, and control risks.
Regulatory Methods
Organizations use regulatory frameworks, legal requirements, and industry standards to establish risk
controls and ensure compliance.
Regulatory Strategy
Decision-making under uncertainty can lead to two types of policy errors:

e Type | Error (False Positive): Taking action when no actual risk exists. This may result in

unnecessary controls, increased costs, or operational inefficiencies.
e Type Il Error (False Negative): Failing to take action when a real risk exists. This may lead to
accidents, losses, regulatory violations, or other adverse consequences.

Effective risk management seeks to balance these errors by making decisions based on reliable
information and appropriate risk criteria.
2. Risk and Technology
Technological advancements create both opportunities and risks. Emerging technologies such as artificial
intelligence, automation, digital systems, and interconnected networks can improve performance but may

also introduce new hazards, cybersecurity threats, system failures, and operational dependencies.
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3. Risk and Business

Risk directly affects an organization's ability to achieve its objectives. Strategic decisions, financial
performance, reputation, market position, and operational continuity are all influenced by risk.
Organizations must align risk management with business goals to support sustainable growth and value
creation.

4. Risk Assessment

Risk assessment forms the foundation of risk management. It involves identifying hazards, analyzing
potential consequences and likelihoods, evaluating risk levels, and determining appropriate control
measures. Effective risk assessment supports informed decision-making and resource allocation.

5. Risk Management

Risk management is the systematic process of identifying, assessing, treating, monitoring, and reviewing
risks. It helps organizations reduce uncertainty, improve decision-making, protect assets, ensure
compliance, and enhance organizational resilience.

6. Risk and Insurance

Insurance serves as a risk transfer mechanism that helps organizations reduce the financial impact of
certain losses. However, insurance does not eliminate risk; therefore, organizations must still implement
effective preventive and mitigation measures alongside insurance coverage.

7. Risk Perception

People often perceive the same risk differently. Risk perception is influenced by factors such as
experience, knowledge, culture, emotions, personal beliefs, and communication. Differences in perception
can affect risk acceptance, reporting, and decision-making processes.

8. Risk-Taking Behavior

Individuals and organizations have varying levels of risk appetite and risk tolerance. Risk-taking behavior
influences innovation, investment decisions, operational practices, and strategic choices. Understanding

risk-taking behavior helps organizations balance opportunities with potential consequences.
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@

Risk is influenced by multiple factors. Understanding these complexities helps organizations
make better decisions and manage uncertainties more effectively.

1. REGULATORY ASPECT

» Regulatory Methods
Laws, standards, guidelines and compliance
requirements that influence how risks are
identified, assessed and controlled.

» Regulatory Strategy
« Type-I Policy Errors (False Positives):
Taking action where risk is not present.

 Type-ll Policy Errors (False Negatives):
Failing to take action when risk is present.

N
2. RISK AND TECHNOLOGY 3. RISK AND BUSINESS

(&)

» New technologies create new
risks and opportunities.

+ Requires understanding of
technical reliability, cyber
threats, Al, automation and
system dependencies.

« Risks impact strategy, performance

and value creation.

« Includes financial, operational,

strategic, reputational and
market risks.

4. RISK AND INSURANCE 5. RISK PERCEPTION

7\
%

« Insurance transfers part of the risk
to reduce financial impact.

 Requires proper risk it

£

« Different people perceive the
same risk differently.

coverage selection and claims
management.

8 J

o Infl ed by experience, bias,
culture, communication and
information.

Correct decision
(True Positive)
Probability =1-

Type Il error
(False Negative)

Probability = B

= POLICY ERRORS — DECISION OUTCOMES
Null Hypothesis Is... True
. Type | error
\{ (';?::t::tion) (False Positive)
| o— Probability = a
|
y Correct decision
e :::: ;ec‘;::le)d (True Negative)
Probability =1-a
I Desired (Correct) Outcomes

B undesired (Errors)

6. RISK TAKING BEHAVIOR

s

» Individuals and organizations
have different risk appetites.

« Affects decisions, innovation,
and the level of risk accepted
to achieve objectives.

KEY MESSAGE

Risk is not just about uncertainty; it is shaped by regulations, technology,

business objectives, financial protection, human perception and behavior.
Managing these complexities leads to better decisions and stronger outcomes.

Null hypothesis is... True False

Type | error Correct decision
Rejected False positive True positive
Probability = a Probability = 1-
Correct decision Type Il error
Not rejected True negative False negative

Probability = B

Probability = 1-a

The diagram explains the possible outcomes of a hypothesis test in statistics, specifically in the context of
the null hypothesis (HO). Each outcome has implications based on whether the null hypothesis is true or

false and whether it is rejected or not rejected. Let's break down each part:
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Hypothesis Testing Outcomes
1. Null Hypothesis (HO):
o True: The null hypothesis is actually correct.
o False: The null hypothesis is actually incorrect.
2. Decision:
o Rejected: The null hypothesis is rejected based on the test results.
o Not Rejected: The null hypothesis is not rejected based on the test results.
Outcomes Explained
When HO is True
1. Rejected:
o Type l Error (False Positive):
= Description: This occurs when the null hypothesis is true, but the test incorrectly
rejects it.
= Probability: Denoted by a (alpha), which is the significance level of the test.
= Example: In a medical trial, concluding that a treatment is effective when it actually
is not.
2. Not Rejected:
o Correct Decision (True Negative):
= Description: This occurs when the null hypothesis is true, and the test correctly
does not reject it.
= Probability: Denoted by 1 - a (1 minus alpha).
= Example: In a quality control test, correctly concluding that a batch of products
meets quality standards when it actually does.
When HO is False
1. Rejected:
o Correct Decision (True Positive):
= Description: This occurs when the null hypothesis is false, and the test correctly
rejects it.
= Probability: Denoted by 1 - B (1 minus beta), which is the power of the test.

= Example: In a clinical trial, correctly concluding that a new drug is effective when it

actually is.
Wz . | . “
> AL Disclaimer: Don’t copy or disclose to any other party without prior consent
cwi> Inovo Global (Safety Training & Advisory Services)
OSH /TREE www.inovoglobals.com | info@inovoglobals.com

uuuuuuuuuuuuuuuuuu

Page 50 of 57 —



CSP Domain 3 | Learning Notes Risk Management * 15%

2. Not Rejected:
o Type ll Error (False Negative):
= Description: This occurs when the null hypothesis is false, but the test incorrectly
fails to reject it.
= Probability: Denoted by 3 (beta).
= Example: In a fraud detection system, failing to identify fraudulent transactions
when they actually exist.
Summary
o Type | Error (a): Rejecting a true null hypothesis (false positive).
o Type Il Error (B): Not rejecting a false null hypothesis (false negative).
e Correct Decision (True Negative): Not rejecting a true null hypothesis.
e Correct Decision (True Positive): Rejecting a false null hypothesis.
Real-World Examples
1. Medical Testing:
o Type | Error: A testindicates a patient has a disease when they do not.
o Type Il Error: A test fails to detect a disease in a patient who actually has it.
2. Quality Control:
o Type | Error: Rejecting a batch of products that meets quality standards.
o Type Il Error: Accepting a batch of products that does not meet quality standards.
3. Legal System:
o Type | Error: Convicting an innocent person.

o Type Il Error: Acquitting a guilty person.

Understanding these concepts helps in designing tests with acceptable levels of a and B, balancing the

risk of false positives and false negatives based on the context and consequences of the decisions.

Y —
‘e‘o; Disclaimer: Don’t copy or disclose to any other party without prior consent ‘3
cwi> Inovo Global (Safety Training & Advisory Services)

OSH /TREE www.inovoglobals.com | info@inovoglobals.com

uuuuuuuuuuuuuuuuuu

Page 51 of 57 —



CSP Domain 3 | Learning Notes

Risk Perception

Study Resource: Roger Bruer, Chapter 34

Risk Management * 15%

. 7. Uncertainty. The more uncertain we are about a risk, the
L. Trust. Fear goes up or down depending on the people . . .
and I and wh - ) more afraid we are likely to be. (In part, this factor led to
and organizations we trust and who communicates a the precautionary principle.)
message about risk. A . . . .
. . 8. Catastrophic or chronic. Loss of multiple lives in one
2. Risk versus benefit. The greater the perceived benefit, place at one time is frightening, while frequent deaths
the smaller the perceived risk. The lower the perceived from distributed causes and scattered over time are less
benefit, the greater the perceived risk. frightening.
3. Control. The more control we think we have, the safer Y. Can it happen to me? Any tisk feels bigger if you think
we feel. it could happen to you, even if the likelihood is remote.
. e . .
4. Choice. Tmposed risks are less acceptable than voluntary 10. Is the risk new or familiar? People worry more about a
. risk that is new ornew to them than arisk which they are
risks.
well aware of.
5. Is the risk mm.;r al or human.—made? I_JCOPIC tend to 11. Risks to children. Any risk to children evokes more fear
accept natural risks more readily than risks created by than the same risk to adults.
humans in products and processes. 12. Personification. A risk creates more concern if the risk
6. Pain and suffering. People worry about the potential for involves areal person. People are more afraid of a risk, if
pain and suffering, even if a risk has a very low they know the person.
probability. 13. Faimess. If a risk threatens someone or a group unable
to protect themselves, people perceive the risk as worse.
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TABLE 34-1 Risk Perception Factors Affecting Risk
Acceptance”
More Acceptable Less Acceptable

TABLE 34-2 Risk Perception Factors Affecting Risk
Voluntary Involuntary Estimation®
Natural Human-made
Controllable Not controllable Underestimate Overestimate
Delayed effect Immediate effect
You and yours Me and mine Known Unknown
Essential Nonessential Understood Not understood
Off-the-job On-the-job Common Uncommon
Misuse hazard Proper use hazard Mundane Dramatic
Affects few Affects many Little media coverage Much media coverage
Effects reversible Effects irreversible Noncontroversial Controversial
Sensory perception Unable to sense Me in control You in control
Relates to self-worth Does not relate to self-worth Voluntary Non-voluntary
Grcalcfr benefits Lesser bclncﬁts Fun risks Work risks
E;[;;ftzzz EZIC:np;::?::Sd Few injuricsicvclnts Many injuries/events
Higher cost to fix Lower cost to fix Scml;or'v pcm:?puon Unable to Scnlsc
Low consequence High consequence Benign experience Hurtful experience
High probability Low probability “Scientific” Not “scientific”
No altematives Alternatives “I.R. Buys, “Risk Perception, Evaluation, and Projection,” Informal Report EGG-SHS-
“J.R. Buys, “Risk Perception, Evaluation, and Projection,” Informal Report EGG-SHS- 5975, ldaho National Engineering Laboratory, Idaho Operations Office, U.S. Depart-
5975, Idaho National Engineering Laboratory, Idaho Operations Office, U.S. Depan- ment of Energy, Idaho Falls, ID, August 1982.
ment of Energy, Idaho Falls, ID, August 1982,

Factors Affecting Risk Perception
1. Trust: People are more likely to accept risks from sources they trust.
o Example: Trusting a doctor’s recommendation versus an unknown website.
2. Risk versus Benefit: Perceived risk decreases if the perceived benefit is high.
o Example: Taking medication with potential side effects because it cures a disease.
3. Control: Feeling in control of a situation reduces perceived risk.
o Example: Driving a car feels less risky than being a passenger.
4. Choice: Voluntary risks are more acceptable than imposed risks.
o Example: Choosing to skydive versus being forced to work in unsafe conditions.
5. Natural vs. Human-Made Risk: People accept natural risks more easily than human-made risks.
o Example: Accepting the risk of a natural flood versus a dam failure.
6. Pain and Suffering: Risks associated with pain and suffering are perceived as higher.
o Example: Fear of severe injury from an accident even if it's unlikely.
7. Uncertainty: Higher uncertainty increases perceived risk.
o Example: Uncertain outcomes of a new drug versus a well-known medication.
8. Catastrophic vs. Chronic: Catastrophic risks are perceived as worse than chronic risks.
o Example: Fear of a plane crash versus the risk of car accidents over time.
9. Personal Impact: Risks perceived as personally threatening are more concerning.

o Example: Worrying more about a nearby factory explosion than one far away.
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10. New vs. Familiar Risk: New risks are perceived as more dangerous than familiar ones.
o Example: Concern about a new virus versus the common flu.

11. Risks to Children: Risks affecting children are perceived as more serious.
o Example: Higher concern for school safety measures than workplace safety.

12. Personification: Risks associated with real people are perceived as higher.
o Example: Worrying more about a known person’s illness than a statistic.

13. Fairness: Perceived fairness influences risk acceptance.

o Example: Feeling a risk is worse if it disproportionately affects disadvantaged groups.

Risk Perception Factors Affecting Risk Acceptance
e More Acceptable: Voluntary, natural, controllable, delayed effect, affects few, reversible effects,
understood, essential, etc.
e Less Acceptable: Involuntary, human-made, not controllable, immediate effect, affects many,

irreversible effects, not understood, nonessential, etc.

Risk Perception Factors Affecting Risk Estimation
e Underestimate: Known, understood, common, voluntary, fun risks, few injuries/events, etc.
e Overestimate: Unknown, not understood, uncommon, non-voluntary, work risks, many
injuries/events, etc.
Summary
Understanding these factors helps in effectively communicating risks and implementing risk management
strategies. Here’s a concise summary:
e Trust and Control: Building trust and giving people control can reduce perceived risk.
e Risk vs. Benefit: Highlighting benefits can mitigate perceived risks.
e Choice and Fairness: Voluntary risks and perceived fairness increase risk acceptance.
e Uncertainty and Familiarity: Reducing uncertainty and making risks familiar can lower perceived
threats.
e Personal and Catastrophic Impact: Personal and catastrophic risks need careful management
due to higher perceived danger.
e Children and Personification: Protecting vulnerable groups and personalizing safety measures

can increase risk acceptance and compliance.

By addressing these psychological and social factors, risk communication and management can be more

effective, leading to better outcomes and higher acceptance of necessary risks.

Y —
‘e‘o; Disclaimer: Don’t copy or disclose to any other party without prior consent ‘3
cwi> Inovo Global (Safety Training & Advisory Services)

OSH /TREE www.inovoglobals.com | info@inovoglobals.com

HEALTH - SAFETY - ENVIRONMENT

uuuuuuuuu - MANAGEMENT

Page 54 of 57 —



CSP Domain 3 | Learning Notes Risk Management * 15%

Enterprise Risk Management (ERM)

Enterprise Risk Management (ERM) is a comprehensive, strategic approach to managing risks across an
organization. It aims to identify, assess, and prepare for any dangers, hazards, and other potentials for
disaster—both physical and figurative—that could interfere with an organization's operations and
objectives. ERM covers a wide spectrum of risks and integrates risk management practices into the core
functions of an organization.
Definition by RIMS
RIMS, the Risk Management Society, defines enterprise risk management as a strategic business
discipline that addresses a full spectrum of risks. It differs from traditional risk management in several key
ways:
1. Comprehensive Risk Coverage:
o Covers all types of risk exposures including financial, operational, reporting, compliance,
governance, strategic, and reputational risks.
o Example: A company might face financial risks due to market fluctuations, operational risks
due to machinery breakdowns, and compliance risks due to changing regulations.
2. Holistic Approach:
o Prioritizes and manages exposures as a comprehensive group, not as individual
clusters.
o Example: Instead of handling financial risks separately from operational risks, ERM
integrates these risks to understand their interdependencies.
3. Broad Evaluation:
o Evaluates the collection of risk in broad terms rather than isolating specific risk
categories.
o Example: Considering how economic downturns might simultaneously impact financial
health, operational capabilities, and strategic direction.
Key Features of ERM
1. Recognizing Interrelationships:
o Recognizes interrelationships among individual risks across an organization using
combined exposures.
o Example: Understanding that a cyberattack (operational risk) could lead to significant

financial losses (financial risk) and reputational damage (reputational risk).
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2. Structured Process:

o Provides a structured process for the management of all risks, ensuring consistency
and thoroughness.
o Example: Implementing standardized risk assessment frameworks and regular risk
reporting mechanisms.
3. Competitive Advantage:
o Views effective management of risk as a competitive advantage, enhancing resilience
and strategic decision-making.
o Example: A company that effectively manages supply chain risks can maintain operations
during disruptions, gaining an edge over competitors.
4. Integration into Decision-Making:
o Seeks to embed risk management as a component in all critical decisions throughout
the organization.
o Example: Integrating risk assessments into strategic planning, project management, and
investment decisions.

0 <
‘e‘o; Disclaimer: Don’t copy or disclose to any other party without prior consent ‘3
e3> Inovo Global (Safety Training & Advisory Services)

OSH"” TREE www.inovoglobals.com | info@inovoglobals.com

Page 56 of 57 —



CSP Domain 3 | Learning Notes Risk Management * 15%

Key References — Domain 3: Risk Management
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